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Cyberattacks on Web-based Systems
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The Problem

If (iInput contains valid chars) then

process input
end If




The Problem (cont.)

process input




The Problem (cont.)

B Secure coding practices are not being used
which leads to

Buffer overflow exploits
SQL injection
Cross-site scripting




2-Step Solution
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Refactoring: Traditional vs Security
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Example : Cross-site Vulnerability

.. Fragapalooza

o we hosted our last Fragapal
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Example (cont.)

.. Fragapalooza

Your name (Mlax 15): I Anonym
Vo Emadl (I ac 100 I
Post I




Example (cont.)

Faby 15, 2004
248 an 't.-r- ks

.. Fragapalooza
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Example (cont.)
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Example (cont.)

.. Fragapalooza

i |-'1I it doesn't seem likce that long age we hosted our last Fragap:
are hec -"tm:r, AL -thr1| Fragapalooza 2004 iz now urns 1n~1*"L1" ThL
voted to making a bunch of gamers happy
Grgarizing thn: li:ﬂgl:!E!t L JT patty in Canada.
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Filter All Outputs

m All outputs should be validated before they are to
be displayed.




Filter All Outputs (cont.)

<?php

$message = htmlspecialchars($row[‘'message’]);
print($message’);

|.o.r.int($row[‘email’]);

?>




Filter All Outputs (cont.)

<?php

$message = htmlspecialchars($row[‘'message’]);
print($message’);

$email = htmlispecialchars($row[‘email’]);
print($email);

>




Summary

®m Two step process will allow more secure
applications to be developed

More security refactors will be introduced

A tool is under development




